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Protection of Information Technology
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India had enacted ‘The Information Technology Act, 2000’, to facilitate
e-commerce and Electronic Governance. The Act is in force since October 17, 2000.

The Act provides for the legal recognition of electronic records and digital
signatures. This enables the conclusion of contracts and the creation of rights and
obligations through the electronic medium.

It provides for a regulatory regime to supervise the Certifying Authorities
issuing Digital Signature Certificates. It provides for the civil and criminal liabilities for
contravention of the Act to prevent misuse of transactions and other dealings.

The Act provides for the use and acceptance of electronic records and the
digital signatures in the Government offices and its agencies.

It provides for the recognition of foreign Certifying Authorities. The Certifying
Authority are granted license by the Controller of Certifying Authorities to issue
electronic signature certificates.

Salient features of the Act are as under :

« Digital signature, is recognized as the sole method of authentication of electronic
records

 Authentication of the electronic record should be effected by the use of asymmetric
crypto system and hash function, which envelop and transform the initial electronic
record into another electronic record

» Any person by use of a public key of the subscriber can verify the electronic record
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* The private key and the public key are unique to the subscriber and constitute a
functioning key pair

* Subscriber is defined to mean a person in whose name the Electronic Signature
Certificate is issued

* Public key is defined to mean the key of a key pair used to verify a digital signature and
listed in the Digital Signature Certificate

* Private key is defined to mean the key of a key pair used to create a digital signature

» Key pair is defined to mean a private key and its mathematically related public key,
which are so related that the public key can verify a digital signature created by the
private key

* Electronic record is defined to mean data, record or data generated, image or sound
stored, received or sent in an electronic form or micro film or computer generated micro
fiche

* Data is defined to mean a representation of information, knowledge, facts, concepts or
instructions which are being prepared or have been prepared in a formalized manner, and
is intended to be processed, is being processed or has been processed in a computer
system or computer network, and may be in any form (including computer printouts,
magnetic or optical storage media, punched cards, punched tapes) or stored internally in
the memory of the computer

* Electronic records have been recognized for legal purpose, if it is rendered or made
available in an electronic form and accessible for a subsequent reference

» Use of electronic record and electronic signature allowed in Government and its
agencies

* Electronic records are attributed to the originator

* Security of electronic record and electronic signature provided

* The Controller is entrusted supervision over the Certifying Authorities

* Any person can make application to the Certifying Authority to issue Electronic
Signature Certificate

« Civil and criminal liabilities provided in cases of unauthorized and/or misuse, fraud/

cheating of electronic records
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